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OGC Has Reviewed 


8 NOV 1977 
MEMORANDUM FOR: General Counsel 
FROM: Robert W. Gambino 
Director of Security 
SUBJECT: Review of "Intelligence Activities and 


Individual Rights" Draft 


1. This Office has. reviewed, in the limited time afforded 


it, the Draft entitled "Intelligence Activities and Individual, 
Rights." There are certain concerns and questions which have ~ 
become evident from this review and these are detailed in the 
commentaries which are provided in the subsequent paragraphs. 


a. Page 14, (c)(5) No alien lawfully admitted _ 
for permanent resident (as defined in section 101(a) 
(20) of the Immigration and Nationality Act) who has 


applied for United States citizenship may be recruited 


as a covert human source by an entity of the Intelligence 
Community of the United States. . 


Comment: While this Office fully understands the 

intent of (5), there are definite questions presented 
regarding its applicability to necessary defector handling, 
defector debriefings, etc. This Office believes that 
these questions must be clarified. 


b. Page 15, (c)(1) Personally identifiable infor- 


.Mation about a United States person shall be sealed 


within seven years, unless such information is evidence 
of a specific act in violation of law or appears on its 
face necessary to another authorized national foreign 
intelligence or foreign counterintelligence activity. 


Comment: This Office questions the prudence of "sealing" 
such information as mentioned in this section and else- 
where, and wonders why "seven years" is the chosen period 
of time. Elsewhere it is stated that material can be 
unsealed for compelling reasons. This Office desires a 
precise defining of those "compelling reasons." 
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c. Page 15, section 206(d) (1) Information 
about a United States persan may be used or 
disseminated (followed by nine conditions). 


Comment: A literal interpretation of provisions 

(A) through (J) would seriously ‘limit our use of 

the National Agency check as an investigative 

tool. It would appear that this Office could 

conduct no checks without permission of the 

person concerned. This would eliminate our 

Support to DDO in the processing of Operational 

Approvals. The entire section appears to be-in 

contradiction with other provisions of the draft, ; | 
and without clarification is confusing to the . ar 
point that this. Office can only suggest a : co 
complete revision to specify legal intent. 


_ d. Page 19, section 207(g) No entity of 
the Intelligence Community may employed’ a false _ 


identification or other "pretext" technique to 

conceal from a United States person the govern- 
ment affiliation of an employee or contractor 
of the Intelligence Community, except under 
regulations promulgated by the Director with 
the approval of the Attorney General. 


or the Intelligence Community. This Office 
wishes to note that portion which states that 
these arrangements can be approved under 
regulations promulgated by the Director with 
the approval of the Attorney General and to 
strongly urge that immediate action be taken 
to effect such approval. 


2. This Office also reserves full acceptance of all other 
portions and sections because of the limited time available for 
review. It is the position here that there could be some very 
critical, hidden problems in this draft. 


roy 


STATINTL. 
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MEMORANDUM FOR: General Counsel 


FROM: Robert W. Gambino 
. Director of Security 


SUBJECT: Review of "Intelligence Activities and 
Individual Rights" Draft : 


1. This Office has reviewed, in the limited time afforded 
it, the Draft entitled "Intelligence Activities and Individual 
Rights. " There are certain concerns and questions which have 
become evident from this review and these are detailed in the 
commentaries which are provided in the subsequent paragraphs. 


a. Page 14, (c)(5) No alien lawfully admitted 
for permanent resident (as defined in section 101(a) 
(20) of the Immigration and Nationality Act) who has 
- applied for United States citizenship may be recruited 
as a covert human source by an entity of the Intelligence 
Community of the United States. 


Comment: While this Office fully understands the 

intent of (5), there are definite questions presented 
regarding its applicability to necessary defector handling, 
defector debriefings, etc. This Office believes that 

these questions must be clarified. 


b. Page 15, (b)(2) No personally identifiable 
information about the political. beliefs or associations, 
or private Lives, of United States persons shall be 
maintained, except such information as is clearly 
necessary for an authorized national foreign intel- 
ligence or foreign counterintelligence activity. 


Comment: This Office assumes that the political beliefs 
or associations do not preclude the maintenance of 

records regarding individuals who belong, or have . 
belonged, to the Communist Party, the Weathermen, Students 
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for a Democratic Society and similar type organizations. 
If such information is precluded, then the efficacy of 
this Agency's clearance process is in grave jeopardy. 


c. Page 15, (c)(1) Personally identifiable infor- 
mation about a United States person shall be sealed 
within seven years, unless such information is evidence 
of a specific act in violation of law or appears on its 
face necessary to another authorized national foreign 
intelligence or foreign counterintelligence activity. 


Comment: This Office questions the prudence of "sealing" 
such information as mentioned in this section and else- 
where, and wonders why "seven years" is the chosen period 
of time. Elsewhere it .is stated that material can be 
unsealed for compelling reasons. This Office desires a 
precise defining of those "compelling reasons." 


d. Page 19, Section 207 (g) No entity of the 
Intelligence Community may employ a false identification 
or other "pretext" technique to conceal from a United 
States person the government affiliation of an employee 
or contractor of the Intelligence Community, except under 
regulations promulgated by the Director with the approval 

of the Attorney General. . 


STATINTL 


Office wishes to note that portion which states that 
these arrangements can be approved under regulations 
promulgated by the Director with the approval of the 
Attorney General and to strongly urge that immediate 
action be taken to effect. such approval. 


2. This Office also reserves full acceptance of all other 
portions and sections because of the limited time available for 
review. It is the position here that there could be some very 
critical, hidden problems in this Draft. 


Robert W. Gambino 
Distribution: 
Orig. §& 1 - Adse 
1 - D/Security 
1 - OS Registry 
1 - SAG 
1 PPG 1 - Chrono 
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STATINTL 


Sec. 201. 


vities and Individual Rights Act of 1977. 


Sec. 202. 


(1) 


‘United States do 3 not infringe upon or violate rights protected . 
“by the Constitution or Laws o£ ‘the’ United States; 


ey. 


gence activities affecting the rights of United States _ person: 2. 


(3) 


intelligence activities which may violate rights protected by 


the Constitution or ‘Sages of ene United St tates. gags 


-Sec. 203. 


the definitions in Title L, the National For eign Tiveriicance 


kee GE 1977. Shalt, apply fa eS title. : ee eee aS 


(b) | 


_ Approved For-Relea 


‘to provide fair and effective ‘safeguards | against 


(A) Any person who -- c 


“gence activities for or- on behalé of a foreign powar, 


INTELLIGENCE ACTIVITIES 


AND INDIVIDUAL RIGHTS 


SHORT TITLE 


This title may be cited as the "Intelligence 


STATEMENT OF PURPOSES. 
It is the purpose of this Act. --_ 


to ad that the intelligence activities of the 


ro establish standards ana | proce dures for intelit- 


/DEFINITIONS 


(a) Except as otherwise provided im this section, 


AS used in this ples 


The term "agent or a foreign ae means <= 


(i) knowingly engages in clandestine intelli- 


which activities involve or will involve a violetton 
of the criminal statutes of ‘the United Stetes;: 

CG?) knovingLy engages in activities that 
involve or will involve sabotage or terrorism eae or 
on-behal£ of a foreign power; 

(iii) conspires with or knowingly aids or abets 


any person, knowing that such person 1S engaged in 
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(aw) petsuane to the direction ofan 9: 
intelligence service or intelligence network see. 
a foreton power, Imowingly collects ox eae 
information ox material to an. ie eseueee ade Je. ee 
or int ebligence - ‘£o1 = 
manner intended to conceal the nature of such infor | 
mation or material or the fact of such transmission 
or collection, under circumstances which indicate 
the transmission of such information or material oe 
’ would be iarmeul. ‘to ‘the security of the Unit ted Stacaa: 


or that lack of Inowleiige by. the. United States ‘of: oes 


' such collectica or transmission would be harmful a 


the security. of the United States. 


“coatrolled by 3 persons engaged in, the activities specified 


in subsections (B) (4) - ~ (rv) - 


(2) The tern ' ‘covert human source” “means ar. s undercover .4 


. agent Or human source of information who is secretly paid Ox - 


otherwise directly controlled by an, entity of the Intelligence ~ 


Commnity of the United States: pen ee Ray 


(3) The term "covert investigative technique" means. gee a 


(A) 2 review of Aank,. credit, and telephone records; 


e 2 “+ 


(B) review of medned and social history records ‘and, oS 


confidential records of private institutions and of Federal, 
State, qoeeh and foreign government agencies. (other: than Be 


‘Gntelligence or law enforcemént agencies) ; OO Gee SaaS 


(c) review of tax returns ‘and tax-related infommetion, © 


pursuant to ihe provisions oe section 6103 ‘o£ the Tateraal 


. Revenve Code; ss a ° Bee oe Sa “e, : 


(D) electronic surveillance where | ac least one . party | to 


the communication has given prior consent to the interception. 


or the communication; and ee i ae e me Sa 


(E). the inspection of the extertor of first class nm 


? 


as defined in Title 39, United States Code section 425 


(4) The term ‘delegate of the. Attarney General" weans 
Aassistaat Atrormey General or an employee of the Devartment 
JustLce who WOrkKS in the office of the Attomey General and who is 


designated by the’ Attcmey General to cory out a duty othervisa . 


2ssismed te the “Attorney General. 


(5) “The term =m ‘foreign ‘powex” means ==. 


(a) a foreiga. government ox any component thereof, 
whe cher or not. xecognized by the United States; 


(3) a action ora foreiga mation or nations; not substan— 


". tially com posed (Of. Unit ed States ‘persons } 
(Cc) a commercial alse vinich is directed and Gan ea- 


led by a foreign government or “governments; 


(D) a foreign-based terrorist groups, or: 


) a foreign-based political organization, “not  Sub- - 


stentially composed of United States persons. 


4k): The term ' "name check" means the retrieval of information ~~ 


— 


ieeaee da the possession of a , Federal, ‘State, local, Or - forei 


inrellige nee or law enforcenent agency. 


an 2 ae The term” overt investigative technique" means tha ~ 


collection o£ information rea dily, available from public sour rees 


subject or his friends or associates. . 


(8) The term' phen eei: and photographic surveillance” means 


observation to acquire information, whether or not requiring the 


use of 2 SURES EEenee device, under circumstances in which a 
war ant Wena not be mahuived oe ‘law CHO Ree mete putposes. 
(9) The term pete suspicion" eerie opeeie a and 


. 


azticulable facts Rees taken together with rational inferences 


from those facts, support a finding. is 
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(10) 


The term "records reviews”. means review of any | 


-yecords of private institutions and of Federal, Shara e, local, 


and foreign government agen tnd es as ace than intelligenca or 


law enforcement agencies) which are not ‘confid tal. 


re iLaarneLla 


{11) The term "“sahota ace" means ere rae wee or would 


-o- 


be prohibited by Title 18, United States Code , ae i ar 105, 


LE committed against the ited States. 


(12) The term "to seal" means to xetain information which - 


identifies a particular person and entries ithe ‘general name |’ 


index, but to restrict access to such information and entries | 


to com poles circumstances. 


(13) The term “target” means 


(A) a2 person who is, gee 


of a reeruitmeat eres by an agent of. a “foreiga : ‘powers oe 


(3) information, ‘property, ‘Oz. activities in the United. 


Stetes which are ox are ee to ) becare the > object | of 


-am agent of a ‘foreign gn power. as i a ; : o = apn ae soy 


(14) The term" ‘terrorism means activities which oat 


(A) are violent acts or. acts dangerous to huzen Life” 


Hee see be’ criminal eae: the Laws of the United States 


cr of any State if committed within its jurisdiction; “and - 


(B) appear to ae intended << ae Pee a 


@ to intimidate or cosrce : the ee 


(43) to influence t 
intimidation or coercion, or — 
(iii) to affect the conduct -of 


assassination or Kidnapping. e ez, Se tL ek Re 


(15) The term "United States" when used in a geographic semse 


(8) an alien lovtubly + ou Ged for permanent 
“residence (as defined in section LOL(a) (20) ot the 
‘tneeseion and Nationality Act) ; 

(G) an organizatiqn substantially composed of — ae 
citizens of the “United States or aliens leviully adnitce | 


fax pexmanent residence. 
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FOREIGN COUNTERINTELLICENCE ACTIVITIES |. 3”. 


=a hee _ a aan 


Sec. 204% fay 1). . Foreign CO unterintellige korn activitia 


« 


authorized under Title LE may be, directed against United States” 7 
persons only in accordance with the provision 2S “of this section. © Lo 


(2) Foreign counter intelligence activitie es ; dixected 


aga inst United States persons shall include -+-9° _ 
CA): the conduct of ‘foreign counte srintelligence 


investigations within the ‘United States to detect 


+ . a7 


‘Sabotage, terrorisa, or clandestine’ intelligence | acti~ 22 Fe, 


vities by an egent: of a foreign Bowes 
| (B) 


- States regarding targets of an ageat of a a foreign posed, 


(©) the conduct: of inguizies within the United St estas 


* > -2. Bom 


“regarding persons who are being considered « as “source as of 


assistance in the conduct of foreign counterintel ligance - 


inves tigations: ; 


(Dd) the intentional collection of ‘information. out- 


sida the United States relating ta. the detection of saboteg 


terrorisn, or clandestine intelligence activities ‘by an 


agent of a foreign power and relating to the. ‘Protection 


of national security information from disclosure ‘to a 


foreign power. 


(3) No agency of the Intelligence Cormunity shalt cmndex 


any cizrcuustences initiate foreign counterintelligenc ce activities 


i hd i ie = 


in activities protected by the First Anendzent.- tO “the. hac 


stitution of the United States; _ a _ : re, 


(4) Tf any official or employee ‘of an agency o£ ‘the Tntel- 


-_ 


Lligence Community has any reason to believe that foreign” 
counterintelligence activities. may be initiated in . violation or 
the requirements of paragraph (3), he- shall bring ‘the activi rios 


to the attention of the Attomey General or his 


0 


oo 


the Attorney General ‘or his, delegate that the x equixensr 
of paragraph (3) are satisfied. 

(b) (1) A foreign’ counterintelligence invesi eres 
directed against a United States person within the United 
States may be initiated only in A regedenaens Cac ehe peaeerege 
of this subsection. | | 

i‘ = at 

(2) A preliminary. foreign Soudhterinrat ta cece investi- 
gation may only be initiated upon a specific ; and er edible 
allegation or specific and credi agi information that a United 


States person is, (or may be, an ‘agent: of. a foreign powers: 


oe DERE Sey. investigation of a ‘United States. person shell. be 


an -- Jen ote 


terminated nO: Later than 120 ‘days after ‘the “date ‘of ini itiation, 


“unless the ‘Avtomey | General or his delegate makes a written. 


Or facts or information obtained during ‘the investigation. 


Such further investigations ‘may not exceed ninety aays. 


(3) A £ull foreign counterintelligence investigation may. 


only be. initiated upee: ponseave: suspicion that a United States 


person is an agent of a foreign power. & full investigation 


of a United States person shall be initiated only. with the 


’ prioz written approval. « o£ the Attorney General or his delegate. | 


oa o 


Such an investigation shall be terminated not ‘later then one. 


year after the date OF initiation, unless the Attorney" General” 


*, states + aaa a ” -rit 


x his delegate makes a written finding that there is "probable. 


cause to Helse ‘that ‘the person - is ‘an agent. of a “for se 


power . or that the person’ Ss activities pose a substantia al” 


Pike ttaeod of harm to the security of the United Seates. 1 Full 


investigations which continue beyond one yeax shall be reviewed 
at least annually by the Attomey General ox his ‘delegate to: 


gaeeraé whether the requirements for contintied investigation 
gq 


are still ae 


(ce) (1). A preliminary foreLen cduaeene cities: Dee eae 


gation may ‘i ‘involve, when necessary for. the investigation, the 
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General ox his delegate. 


“Approved For ‘Release 003105729. ‘Cia RDPES-0082t ROWOTOGOSHNGSS 


(A) overt techniques and nene checks; 


(B) physical and photograshic Suisieee 


(C) record revie ewS; and 9. oo ee we we 
(D) “inquiry of previously established covert hu 


(2) Except as provided in parag naphs @) and (4), full ~ 


a 


can. source 


£ 


oveien counterintelligence, , investigation Sader chee section may 


- 


involve, when necessary fox the 3 investigation, the use of ~~ 


(A) a a authorized for preliminary investigations 


in paragraph (1) above: (ela ge A ae 


(C) eos investigative 2 tachaiques! 


(D) electronic s uxveillance, 7 as defined in Title 12 


the Foreign Intelligence Surveillance Act, “and in | accordance 


with the standards and procedures” of that Acts | 


{3% Where the subject of a foreign. ‘counterintelligance Jmvesti 


ch goss as 


Bartion jeins or “particip petes in the activities of an “organization er 


which is not a foreign power, the investigation shell be ‘Limited ta" 


2 subject. The ihvestige~ 


fs 
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Sy ~ e > 


tion shall exclude. ene normal activities ‘of the organizat Lon, “other 
then efforrs of the subject to. int fluence of, control 1 the | oxga enization. 


of che orgar Sarath without the prior approval of the ET 


(a) (1). A limited ninety~day inquiry may be conducted : 


of a foreign power, "provided ‘that 


(A) the inquiry is necessary to > identity the caxget 


and to determine the probable nature of. the agent! S interest fat, 


in fhe target; and _ one te opt ae Be 


(B) the techniques used in the inquiry are limttred ta. ~ 


name checks, such physical surveillance as is Beccary foe = 


Ldentifying the target, and such interviews as are Necessary 


for determining the probable nature 


oe _Apiproved For Reléaé 


in the target, provided that such interviews are 


conducted in such a manner as to minimize any. advarsea = -. 


erctects on the target. ee _ 


(2) A Limited ninety-day, inquiry. may be conducted 


regarding a United States person being corisidered as a poten- ; 


tial source of assistance in the conduct o£ an authorized 
foreign counterintelligence'’ ‘investigation 1, provided that a 
(A) there is a-bona fide expectation that the . 


person will be used as a source of assistance in. the a 


conduct Or su ch an Investigation; and -” ae 


(8) the vechniques used in the Enquiry | are Limited” 


- determine the Fitness of ‘the person — use as a ‘source. 
cf assistance in the conduct of such | an 1 investigation, 


provided that such interviews are conducted in. such a 


menmmer as to minimize any adverse. effects on "the person_ : 


(2) (1). The inteational collection, of information for 


foreign counterintelligence purposes outside ‘the United, States | 


concerning ‘United st tates Pexsons ‘shall ‘be Limited tor 


(A) “information concerning United States Persons 


who reside abroad and are. officers: or - employees of a. 


foreign power; 


(B) _ information, which is_ evidence tha a United States 


foreign Bu power 


(D) information concerning a United States person who a 


may be a source of assistance. in ‘the conduct OF properly 


authorized foreign counterintelligence activities. 


CE) information which evidences or concerms a poss 
threat to the physical safet uy of any person; 
CF) information which is evidence that a United 


States per 


som is engaged in the unauthorized di 
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ible 


a 


o£ properly classi Fied national security informa. tion 


€2) Such fabeneiweel agian. of ii Facaob tee BOG. i.g0' 4.208" 


foreten counterintelligence purposes may involve, when reeas—' 


Sary to acquire the information, the vse of er ee i a 


“ athe, aot 


(A) ‘overt tect miqnes = eee checks; 
(B) records. reviews; ie ao ae ae 
(C) physical and photographic surveillance, under 


procedures Tee crened by the agency head ‘with the 


approval of the Reeoeudy General; oe re eae Coben 


(D) covert houmari sources, "under Prac edures established 


“by the agency head with the approval ‘of the Attoxn may Genated; 


CE) “covert investigative techniques, ‘under. procedures - = 


mee esteblished by. the agency head with, the. appzoval. of the : a 


AEE comey General. sh 


“(F) electionic survelliance,, as. defined ; in title 


‘the Overseas Surveillance Act, and | in “accordance with the | 


ust oe dards and procedures of that pase ee 


least eee all foreign counterintel JLligance activities ins" oo 


ei fin 12 the intentional collection es information outside the 


United States concerning United States persons to dete maine | 


“whether the standards and | procedures of ‘this. subsection have ee 


been met. 
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NATIONA AT. FORETON INTELLT CENCE “AGTIVETTES 


Sec. 205(a) (1) - National | forei, ga intelligence activitic s 7 


authorized under Bitle r may be directed. at a Uz. 8. pers Om oe 


in accordance WLth the provisions of thi s section. 
(2) National foreign gntelligence activities may involve 
the collection, maintenance, use, or dissemination of infor- 


mation concarning U.S. persons acquired from publicly available 


sources under regulations promulgated by the entity directors, 


or - disseni- 


special care is taken to" insure ‘that, domestic’ 


political ‘or personal information “about United States Q 


persons is not: collected, maintained, used, “or disseni- 


nated undex the ‘mistaken belief. that ic is  cellevant. 
a (3) National foreign intelligence activities may involve as 


wt 


the conduet of a limited ninety- day | inguicy regarding ‘a ‘United 


States’ person being: considered as a potential source (of assis ae 


tance in the con nduct of “national foreign intelligence activities 


only AE -- 


tA) there - is a bona fide expectation | that shee 


conduct of such activities; and : 


(B) the ‘techniques used’: in the inquixy are Limited 


to name checks and such interviews with ‘the ‘person and.- 


“” 


with persons who know him as are necessary to determine | 


the person's fitmess for use as a source of assistance imo 


the conduct of specific national foreign intelligence ~ -- 


activities. 


(4) National foreiza intelligence: activities may nvolve 


"the intentional collection of = nonpublichy available information 
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General makes a prior written finding that: © 
(A) the person or organization is an agent oF 7) 
a foreign ove: a ee a ee ee 


(B) tha person resides abroad and is an officer se eee 


or employee of a foreign power; 


(C) the organization is a foreign powar; or _ ee 


-(D) “the information being sought is essential to 


the national defense or the conduct of £ the foreign 


the incidental - acquisition « of € nonpubliciy a available infomation 


_abéut a United States person “Erom collection activities dixected_ 


-_ ss SEs - “+ 


a against fore gn powers, organizations, _ Or " pexsons, “provided. 


that the information is maintained, ‘used, “and disseminated in 


accordance with the standards and i procedures, of ‘Sec. “2a6..": 


eee 


(6) The Attorney General. or his. delegate shall review - 


all national foreign intelligence « activities involving the 


eoti ection or incidental acquisition of “onpublicly, available > 


aor . of this section. 


(b) (1) - National foreign intel lig gence . activities ay 


involve the BESeement or recruitment of a covert humen sour 


within: a United Sc tates orgenization, ‘without ‘the ImowLedge of - 


ae 


the principal executive officer “Os officers oe ‘the organizatio 
only 
(A) for the sole. purpose of preparing the covert 


hunan source for assignment to a. ‘national foreign intel~ 


ligence activity outside, the United States; aes 


(B) for such time as is necessary to accomplish 


‘this purpose: 7 a ae ~~ be ae Le 


(C) if the director of the entity which handles tha nay 
: source makes a written finding that such action is essential 


for national foreign intelligence purposes of vital :+° 


the use of a covert > himan source who > is employed by a United 


“nature of the activities or the covert human source. 


te assist in the conduct of national foreign fntelligence 


. intelligence activities unless 


importence to the United States; -°" 


(D) under procedure es appx ave by tha aes 
General or his. delegate reasonably designed t O preven 


the misuse of partici pation “of, the covert hua , uman ‘source 

in the activities of the organization and the misuse _ 

of any information. obtained from such participation; and 
(E) if no information about a ‘United States person 

acquired from the covert human source is disseninated i ee 


"outside the’ entity ety: handles the source, unless. s such, z 


information pertains to ‘felonious. criminal conduct or a: 


(2) waedouall foreign intelligence activities may. involve . 


States organ zation, “where the activities of the source relate’ - 


a i 


to his employment, only ie the principal executive officer ox : 


officers of Ebe employing. organization. are informed of the a 


a 


(2) 


Saatouse of an entity: of the Intelligence “Community may. be used 


chivities wiless 


(A) the assistance i is ‘completely voluntary 


_ @) no pressure thet. would significantly impair 


the person’ Ss ability to make’ a free. and rational choice 


has .been brought to bear upon the person; and. 


“(C) the person is tycormed of: the nature of the 


assistance and o£ "any reasonably anticipated adverse | Pee 2 | 
consequences such assistance may have for him. 
(2) Wo United States organization which is not a forat ee 


poyer may be used to assist in the conduct of national foreign 


of the geese roe. volumbarily agres to seauies. tha — 


assistance; 


(B) no pressure ise would. s ignilf Ficantly impair 


the ability of the principal executive officer or — 


officers of the orga anization to pales a ee and rational, 


choice has been brought to bear wasnt ; ne 
(Cc) the princi ipal executive officer ox officers ace 


int oxmed of the nature of the assistance ane of any reason— 


ably anticipated adverse consequences, such ass sist Rca” may 


have for the. organization; and” 


. give ¢ 


of the organization. - 


-, (3) No United States ‘educational L or private voluntary ox 


nonprofit orgenization which assists in the conduct. of national. 


SMe Lanes e 7 


iv 


ence actL 


'. assistance ox support for such activities, “@irect (Ox. indirect,” 


from the Government of the United ‘seates | 


(4). No United ‘States educational, “private woluntax ary, ox 


nonproarLe deneee career ney be used by an entity of the Intel—- 


a 


ligence Commmity to assist in the ‘conduct! of national foreige: 


oie 


Begs 


intelligence activities unless ‘the entity. director makes * a 


prior written fin ding that the activities. to. be assisted are 


necessa ary to the national dat enees or ‘the conduct of the foreign 


affairs of the United States. See 


Qn 


(5) No alien Lawkully admitted for permanent ‘resident 


(as defined in section LOL (a).(20) of the Immigration and ° 


ee ee 


Nationality Act) who has applied coe United States citizenship 


a on 


may be recruited as a covert human source are an entity of the mate 


-IntelLligence Community of the United States: © ~~ 2. nae 


V 


“MALIN TTENAMCE, USE, AND RESSE MINATION OF INFORMATION 


Sec. 206(a). Inforwation’ about United: States persons 


acquixed, intentionally or in cidentally, in the course of 
national foreign intelligence and foreign counterintelligence 


activities authorized under Tit le Ix may be naintained, ‘used, 


and disseminated only in accordance with the provisions of this 


(>) G1) Except < as "provided in paxageaph (2), personality 


identiziable information about a United States person. shall be my 


maintained (only 1b that information is. relevant te. an aw authorize a 


national foreiga intell igence. or foreign | counterintelligence 


activity and. is obtained in . compliance with this’ ‘Act. 


(2) No personally identifiable ‘information. about. the 


oe er Crete 


po oliticel beliefs or dssociations or private ‘lives, of. Unite a. 


States persons shail be maintained, “except ‘such information as 


Ts. clearly ne cessary for am. authorized national foreign intel" ore 


Ligence or, foreion counterintelLigence activity. 


~ (e)) Personally identifiable information about ‘United 


States person . shall be. sealed within seven years, unless such, . 


information is evidence oF a specific ack Im violation of = Lass a 


or appears om its face necessary to ‘another authorized national." 


foreion int elligence or foreign counterintelligence “activity. 


(23 "ALL personaly identifiable information about tained 


or purged as soon as practicable. 


(ad) (1) Information about a United States person may be 

used or disseminated. only - ae Se oS - ~ a 
(4A) for the purpose of assessing the effectiveness 
or security of the technique by which the information was - 


acyuirced; oe . - 


(B) if the ‘person has consented ta the use or. 


ne 


dissemination of such. information; 


ee CS 


oe "Approved: For Retéa 


on was obtained from publicly 


ee 


(C) Li the informt 
avcilable sources, Subject to the provisions of secretion 


205 (a) (2); 


(D). i= the information is not used or disseminated 


in a form which personally identifies the United States 


a 
. 


person: . | ; 


(BE) “af the identity of the United Stetes person is 
Silenificant - national foreign intelligence, provided that 


generic temas not identifying United States persons are 


used vherever possible; Q Ne a an ete! 


CF) if. the information evidences ox concerns a 


“Bo ossible threat to ‘the physical safery of any persons | 
(G) if the information is. evidence- that the United 


States person may be an ag ent. of a fozeign power a 


(Zi) La the information. is evidence that. the Ure ted 


States person may be a target: of intelligence | activities of. 


a foreign power; or fot ec emres 


(3) if the inform rmation is evidence that the United 


Stetes person is engaged in “tile unauthotized disclosure of 


Teo 


£ the 


{A} to the President cand such enployee: s 
“xecutive Office ; as he may designates” 


“7 ae pom ae 


(B) to the Attomey General or his delesate and 


such otner employees of the Department of Justice as he 


(C) to the appropriate committees of Congress | 
having jurisdiction over national foreiga intelligence - 
activities; 

(D) 
authority ta 


Subject of the. 


ase _ Approved For Release 2002/05/28: CIA! RDP8S- -00821F000100050005-6 . 


(D) to another entity of the Intellige ence > Comaumity 
af valevant to aa activity of that entity ge ing By Leese 
-(F). to an intelligence or law enforcement agency of 


: oe z an: ~< “ ; : oan 7 a, id : 7 . 3 
a 1Orelgn government, if relevant to an activity which a 


similar agency of the United States is authorized by law 


to carry out; a. 
(G) .to any other Federal, State, poet, ox foreign 


t officials if necessary. to inform such officials 


fe) 
4 
1p 
. 
Fl 
(o 
a) 


of illegal acts wane their jurisdictions, provided that. 


the Attorney General or his: deleg gate shall be notified of 
all such disseminations; | 


(A) to such other persons, including potential | 


seeeasts: as are necessary ‘to protect Life ‘and propecty 


Few. .23 ae ae “rom, a direct threat of violence, provided that the SEtoruey 


| i, o psneeere or his delegate shall be notified of all ‘suck dis~ 


tee, 


(3) Recoxds shall be maint ined: of. sia disseminations: of *. 


ace ae ide ntifiable, information about United State Ss ‘persons 


; < Pucaped intelligence and 3 foreign counterintelLigence | activities. 


(4) No personally identifiable information about: a United 


of eee ais House Office, to any Federal official; to any mecbar 


eg ai 


of the news media, or. to any other’ person. for political’ or any 


other aa oRee pr expose, “including the discrediting of aay , parson 


Pees. of the resident or o£ an. ‘entity of the Intelligence. | 


Communlty o£ the United eaeees 


(5) The Attorney General or his delegate shall review 


at least annually all maintenance, use, and di ecbaraaesan of - | - 


personally ideneittauie information about U.S. persons to 


determine whether the standards and procedures of this section 


es °--” -Approvet:For-Release'2 


, GENERAL eT eeerrsS 


Sec. 207(a).- _ The “‘xestrictions and procedures ar this 
section apply to all national foreLen intelligence and 
foreign counterintel lisence activities adchesioed under Title Es 
3 : 
(b>) National foreign intelligence and foreign ‘counter~ | 


intelligence activities may be directed at a Umited States 


person if the person gives informed written consent to the 


Specific acti ities, provided that such activities are udar- 
taken cumder regulat tious promulga ated ee ae Director with the 


approval. of the ‘Attorney General. 


oO In exigent circumstances, where a.weitter finding by. 


the Attorney General or his delegate, ‘the: Director, or tag” 


entity Director is required Brice to the initiation of a 
activity, the imaide may be ads with twenty-four houxs 
after the propesed activity is initiated, provided that: te 
the appropriate of icial declines to make that ‘finding, ‘any 
vecowsse tion scquired stout a United States “person ‘shall be 


sealed or pizged: 


{d) Wo national foreign intelligence of occa countex- a 


intelligence activity conducted within the United States (Or 


directe Gd against a United States: person shall involve ‘the: use. 


te cos 


o£ a a except in Becord with, ‘law, ‘On, any apparatus 


or technique” contrary to fundamental standards GE due “pracess | 
under the Constitution and laws: of the Waited States. 

Ce) All national Fics eion intelligence and 2 
intellizence activities involving contacts, including lease 
with or regarding United Srates persons shall be eon aucced in a . 
Manner so as to minimize any adverse effects on United eee 


persons wno have not violated Federal. law, such as causing 


o£ the perso 


m, imtluencing the person to curtail or modify h 
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organization, ox agency of government to undertake activities 7 


“ox. contractor or the Intelligence Community, éxeept under rege 
‘ati Lams prom ulgated by ‘the Dixector with. the = approval ¢ of. the os 


Antomey General. 


“Attormey General shall promlgate regulations 


Act, no entity of the Intelligence Community shall wie 


advocacy of political ideas o ox, his participation aim lawSul 


political, social, religious, educational, or economic 
activities, ox discouraging United States persons from associ~ 
ating with a group for: the purpose of petitioning the Government 
for the redress of grievances. 

(f) No entity of the Intellige ence Community shall request 


ox otherwise encourage, directly or indirectly, any person, 


or exzploy techniques: which ‘the Intelligence Commmity is Bors 
bidden to undertake or employ by. ‘the Coastitution ox Laws of ae 


the Unit ed States. 


() No entity < of the ‘Tatelligence Community may “employ a. 


false identification or other | "pretext" technique to conceal ‘From. 


a United States. person ‘the government: affiliation of ax employee 


@) No otherwise > privileged communication. shall” ‘ese its” 


privileged character as a consequence of this Act; ‘and the 


commmications against national foreign intelligence and. , forei = 


counterintelligence activities. 


Ci) CL) Except as otherwise ‘expressly authorized. 3 in this : 


A) “provide services, equipment, personel os 
facilities to the Law Enforcement Assistance Adminis 


tration or to State or local. police organizations of 


‘the United States ; and 


(B) participate in or fund any Lan enforcement 
activity within the United States. 
(2) With the prior written approval of the Attorney General. 


or his celegate, an entity of the Intelligence Commmity nay 


‘provide specialized equipment or rechnical knowledge for use by oe 


a Federal law enforcement agency, other than the Law Enforce- 
ent Assistance Adm ministration, provided that the Attar 


General shall publish an annual _kepore- describing the nature 


oz the equipment or knowledge pecvidas to such Les enforce- 


“k : = 


(3) In order to provide appropriate security for the 
installations and srounds of the entities of the pare LD SERce 
Community, the en ity Directors may #PEOREE and assign secur ity 


officers for ante in connection with the policing © of such 


installations end grounds. Security | officers shall, at suck - 


instaliatious and grounds, have the. Same powers as shert pee 


and constales fox the protection of persons and prapexty, | 


to prevent breaches. of (the peace to ‘suppress affrays or Gallas | 


ful assemblies, and ‘to “enforce any rules and xegulations made. 


and Seoswaateda by the entity Director for such installations “ 
Le jurisdiction and policing powers of suck. oS 


security officers. shall not ‘extend to the service of civil | eee 


process. . $4 a ea Ue ae 2 oo ao nee =, 


(4) Such e aployees Se eye entities ie the Intelligence DS 4 ee 


Communicy as Eey be esignated by ‘the entity Directors she au be 


ac horized to carey firearas, withi Tt the. ‘United States, 
ccurler protection of documents of the entities | o£ the t 


Comminity and for the protection of the. entity Directors,’ "suck 
otner orricials of the entities of the rteliteds (ce. Commumity as 


2 entity Directors may designate, ‘and defectors from for feae 


(5) The entities of the Intelligence Community of the United: ~ 
Stetes may conduct limited physical security checks of persons...” 7 


@ within, on the grounds, or in the imeadiet 


at 
“i 
a 
Q 
fu 
nq 
iit 
o 
n 
st 
4 
rs 
to 
|-4 
o 


fp 


vicinity ox the facilities of an entity of the Tatelligence Conm- 
irctbe tele rovicded that lini ad p L sarah eck t Ive- 
monty, previced that iLiaite Bienes ‘Secuniey checks may involve... 


(A) name checks; and 


Fe, ae 


ae ay 


security aime ees outside the United States, “provided that. 


and proaeduxes for domestic’ security activities of the Federal | 


(B) physical Sie ee saws while the United Stz 5 ee & 
person is within, on the grounds , of or im the immediate 
vicinity.of the fa facilities.of an entity of the Intelligence ~~ 7 


* 


The entities of the Intelligence Community may investi- 


g2te a person who is, or may be, involved in activities which 


pose a clear threat to the physical safety of the facilities 


ox personnel of an sa eiey o£ the Intelligence Community of tha 
United States, peqvicee that no entity | of the Tntelligence Gom- - 


munity, other than the Federal Bureau of Investigation, > ska 


conduct such investigations sehen the United States. 


eos An agency of the Intelligence Commaity may assist | 


the Federel ‘Bureau of Investigation in the’ conduct of domastic. 


such act ivitles are carried out in accordance with ‘the ‘standards 


Bureau ‘oe Tnvestigation. 


5-00821R000100086005: 


‘PROUTSITION oF MILITARY § RVETELAY NCE 


a 


Sec. 209(a). Except as othervise provided in this Act witt 
respect ta entLitles of the Intelligence Community o£ tha Unit ced 


States, the Department of Defense may not engage in any jatelli-~- ~ 


i 


gence activities or lay enforcement activities directed at a 


+ 


United States person who is not a member of the Armed Force a 


cLvilian employee of the, Department of Defense, an off leer a 


— 
a 


Lam 


employee of a contractor of the Department of Defense, or 2 
prospective employee of such department or contractor of suck 
department unless -- 


(1) such activities take place within | the + boundaries of a 


“ 


facilities and installations of the Department: of ‘Defease to “the = 


- Ja - 


extent necessary to protect the security ‘of such installatioas. i _ 


and facilities and the property thereon and. insure conpliancs 


with rules and regulations applicable to- ‘such facilities and 


installations; 


(2) suck activities - involve ‘the ‘conduct of investigations” LON 


Q, 


of persons reasonably suspected of being involved in a civil: Sern, 


disorder after the President has ordered menbers of the Armed 


Force 3s to the site of such disorder, ‘but only” to ‘the extent ne ee 


sary to fulfill the military mission and to the extent that, the ° 


infor sation cannot be obtained from the Department of “Testice “ 


or other law enforcement agencies; or | 


(3) such activities involve the collection ; of infor cation * 


- about geography, logistical matters, , and the identity of Tecal 
government offic jals of any area yhere menbers of ‘the ammed | 


Forces are likely to be assigned to duty in connection with, 20° 


civil disorder, but only to the extent that suck information - 


is necessary to the positioning, support, and effective use of _ 


members of the Armed Forees in such area. -  - - Met 
(by An. investigation of a person suspected of being 
involved in a civil disorder under subsection (a) (2) may 


involve, when necessary to obtain information for the investi- 


Sin ROPSE oogPiRogo1OUDRDEORE 


Voss ae 


gation, the use of -- os 
(A) overt techniques and name checks; 
(B) physical and photographic surveillance; and 


(C) record teviews. 


ASSISTANT ATTORNEY GENERAL FOR INTELLIGENCE OVERSIGHT 


3 


Sac. 210(a) (1). There: is established within the Department of 


Justice the Office of Intelligence Oversight which shall be 
headed by an Assistant Attorney General ‘who shall be appointed - 


by ene President, with the advice and consent of the Senate. aoe 


He as 


(2) The AscLotant Ateomey ¢ General for the: Office of 


delegate for the performance of duties assigned to the a 


General Or his delegate ere this aoe 


(3) The Director of. National Intelligence and the heads | 
of the entities of the . Intelligence + Conmmity shall wake, availabl we 


to the Assistant Attomey General for the Office of Intelligence : 
Over Ssigat such information and assistance as he finds necessary. 


to carry out his ‘functions. payee oe 


(b) The Attorney General or: his delegate shal LL. be respon 7 


Sible for ensuxing that all national foreign intelligence and 


foreign counterintelligence activities are in complianice with ‘tha 


Constitution and 1aWs of the United States. - In discharging See 


responsibility, t win eens. Genk or oe delegate’ shall Boe 


Ci} Approve or disapprove all regulations proposed 9:7" 
by the Director of National Intelligence or the heads of ee 
the entities of the Intelligence Commaity to implement any 
requirement Be this Act; reg 

(2) “Upon the Yequest a any entity of the Inte 0 ie ewes 
Commmity, eveuies interpretations of any Lavy or regulation - 
‘xelated to national foreign intelligence and foreign counter 


intelligence activities, including proposed activities. 
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| 8 NOV 1977 


MEMORANDUM FOR: General Counsel 


FROM: 7 Robert W. Gambino 
Director of Security . 


SUBJECT: — Review of "Intelligence Activities and 
oe Individual Rights" Draft 


- |. This Office has reviewed, in the limited time afforded 
it, the Draft entitled "Intelligence Activities and Individual, 
Rights.' There are certain concerns and questions which have 
become. evident from this review and these are detailed in the 
commentaries which. are provided in the subsequent paragraphs. 


a. Page 14,. (c)(5) No alien lawfully admitted 
for permanent resident (as defined in section 101(a)} 
(20) of the Immigration and Nationality Act) who has 
-applied for United States citizenship may be recruited 
as a covert human source by an entity of the Intelligence 
Community of the United States. 


Comment: While this Office fully undersi:ands the 

intent of (5), there are definite questions presented 
regarding its applicability to necessary defector handling 
defector debriefings, etc. This Office believes that 
these questions must be clarified. 


b. Page 15, (c)(1) Personally identifiable infor- 
mation about a United States person shall be sealed 
Within seven years, unless such information is evidence 
of a specific act in violation of law or appears on its 
face necessary to another authorized national foreign 
intelligence or foreign counterintelligence activity 


Comment: This Office questions the prudence of "sealing" 
such information as mentioned in this section and else- 
where, and wonders why "seven years" is the chosen period 
of time. Elsewhere it is stated that material can be 
unsealed for compelling reasons. This Office desires a 
precise defining of those "compelling reusons." 


OS 7 4812 
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c. Page 15, section 206(d)(1) Inforniation 
about a United States persqn may be used or 
disseminated - (followed by nine conditions). 


Comment: A literal interpretation of provisions 
(A) through (J) would seriously ‘limit our use of 
the National Agency check as an investigative 
wa tool. It would appear that this Office could 
conduct no checks without permission of the 
person concerned. This would eliminate our . 
Support to DDO in the processing of Operational 
Approvals. The entire section appears to be -in 
contradiction with other provisions of the dratt 
and without clarification is confusing to the .. 
point that this. Office can. only suggest 2 a oe 
complete revision to specify legal intent. 


d. Page 19, Section 207(g)-No entity of 
the Intelligence Community may employed’ a false > 
identification or other "pretext" technique ta ue 

* conceal from a United States person the govern- 
ment affiliation of an employee or contractor 
of the Intelligence. Community, except under 
regulations promulgated by the Director with 
the approval of the Attorney General. 


STATINTL 


of the Intelligence Community. This Office 
wishes to note that portion which states that 
these arrangements can be approved under 
regulations promulgated by the Director with 
the approval of the Attorney General and to 
strongly urge that immediate action be taken 
to effect such approval.’ 


2. This Office also reserves full acceptance of all other 
portions and sections because of the limited time available for 


review. It is the position here that there conld be sone very 
critical, hidden problems in this draft. 


STATINTL 


fe Robert VW. “Gambino. 
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